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Abstract
This Article focuses on the accountability challenges raised by the increased involvement of
Private Military and Security Companies (“PMSC”) in migration control. I argue that
migration control activities outsourced to PMSC can be classified as high-risk operations for
the purposes of the application of relevant business and human rights standards. This
reclassification of migration control activities as high-risk business operations, in turn, has
two significant implications in terms of establishing accountability for PMSC’s wrongful
conduct. First, it acknowledges that the privatization of migration control, especially within
the context of continued containment and deterrence trends, entails a high risk of human
rights abuses to which PMSC may contribute, both directly and indirectly. Second, this
reclassification enables us to identify heightened obligations vested upon the home state of
a PMSC, as well as the heightened responsibility of PMSC themselves. The article also
examines what these heightened obligations and responsibilities entail.
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A. Introduction
This article focuses on the accountability challenges raised by the increased involvement of
PMSC in migration control. The involvement of private non-state actors in the
implementation of migration control operations is not a new phenomenon.1 There is a long
history, for instance, of “indirect privatization” 2 of migration control, whereby the
relationship between the state and the company is not stipulated through a direct
contractual relationship but through the imposition of civil or criminal liability. The first type
of indirect privatization in the context of migration control was introduced through carrier
sanctions,3 whilst more direct forms of outsourcing to private non-state actors have
historically included the implementation of visa policies; 4 the handling of security checks at
the border; and involvement in immigration detention,5 deportation, and removal.
Unofficial border patrols have also often seen the involvement of private actors, ranging
from individuals to organized paramilitary forces allied with extreme right-wing groups.6
More recently private non-state actors, and Private Military and Security Companies
(“PMSC”)7 more specifically, have been increasingly involved in researching the security
1

Jens Vedsted-Hansen, Privatiseret retshåndhævelse og kontrol, in RET OG PRIVATISERING 159, 173–75 (Lin Adrian et
al eds., 1995) as referenced in Thomas Gammeltoft-Hansen, Private Actor Involvement in Migration Management,
in THE PRACTICE OF SHARED RESPONSIBILITY IN INTERNATIONAL LAW 527 (André Nollkaemper & Ilias Plakokefalos eds., 2017).
2

Gammeltoft-Hansen, supra note 1, at 531–33.

3

See Tilman Rodenäuser, Another Brick in the Wall: Carrier Sanctions and the Privatization of Migration Control, 26
INT’L J. REFUGEE L. 223, 226 (2014) (tracing the emergence of certain forms of carrier sanctions to the introduction
of the 1902 United States Passenger Act and, later, the 1952 MacCarran-Walter Act, Section 273). See also Aristide
Zolberg, Matters of State: Theorizing Immigration Policies, in THE HANDBOOK OF INTERNATIONAL MIGRATION: THE
AMERICAN EXPERIENCE 75 (1999).
4

See FEDERICA INFANTINO, SCHENGEN VISA IMPLEMENTATION AND TRANSNATIONAL POLICYMAKING: BORDERING EUROPE 35–65
(2019). See also Maarten den Heijer, Visas and Non-discrimination, 20 EUR. J. MIGRATION & L. 470, 479 (2018);
FEDERICA INFANTINO, OUTSOURCING BORDER CONTROL: POLITICS AND PRACTICE OF CONTRACTED VISA POLICY IN MOROCCO 61–81
(2016).
5

Theodore Baird, Who Is Responsible for Harm in Immigration Detention? Models of Accountability for Private
Corporations (Glob. Det. Project, Working Paper No. 11, 2016), https://www.globaldetentionproject.org/who-isresponsible-for-harm-in-immigration-detention-models-of-accountability-for-private-corporations.
See
also
Matthew Flynn, Bureaucratic Capitalism and the Immigration Detention Complex (Glob. Det. Project, Working Paper
No. 9, 2015), https://www.globaldetentionproject.org/bureaucratic-capitalism-and-the-immigration-detentioncomplex.
6

See ADAM FABRY, THE POLITICAL ECONOMY OF HUNGARY: FROM STATE CAPITALISM TO AUTHORITARIAN NEOLIBERALISM, 128–40
(2019) (discussing paramilitary groups deployed along the Hungarian-Serbian border).
7

I adopt the term PMSC, instead of Private Security Contractor (or PSC), as defined in the Montreux Document
definition:
PMSCs are private business entities that provide military and/or
security services, irrespective of how they describe themselves.
Military and security services include, in particular, armed guarding
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dimensions of migration;8 providing security services for reception and transfer centers,
sometimes under the supervision of international organizations; providing and managing
border technology infrastructures, 9 accommodation,10 food, and cash cards11 for refugees
and asylum seekers.
In this Article, I focus on the well-known legal challenges encountered in attempting to hold
PMSC accountable for the human rights harm they have caused or contributed to, mainly in
terms of attribution and jurisdiction. Specifically, I examine the added value that the United
Nations Guiding Principles on Business and Human Rights (“UNGP”)12 provide in ascertaining
state responsibility for business-related human rights abuses occurring in the migration
context. The UNGP—adopted unanimously in 2011 by the United Nations Human Rights
Council—provide a three-pillar framework aimed at clarifying the states’ obligation to
protect human rights from third party interference (pillar one); the companies’ responsibility
to respect human rights throughout their operations (pillar two); and the need to ensure
effective remedies when human rights harm is caused, directly or indirectly, by business
activities (pillar three). I will therefore consider the accountability challenges raised by
and protection of persons and objects, such as convoys, buildings and
other places; maintenance and operation of weapons systems;
prisoner detention; and advice to or training of local forces and
security personnel.
See Montreux Document: On Pertinent International Legal Obligations and Good Practices for States Related to
Operations of Private Military and Security Companies during Armed Conflict, Sep. 17, 2008, Int’l Comm. of the Red
Cross and Swiss Fed. Gov., https://www.icrc.org/en/doc/assets/files/other/icrc_002_0996.pdf. The term PMSC also
reflects the fact that they can use force in self-defense, thus contributing to the securitization of migration control,
as further discussed in this Article. The terms companies, business, and business enterprises are also used
interchangeably to refer to PMSC, in line with the common usage in business and human rights.
8

Daria Davitti, The Rise of Private Military and Security Companies in European Migration Policies: Implications
under the UNGPs, 4 BUS. & HUM. RTS. J. 33, 36 (2019).
9

Matthias Leese, Standardizing Security: The Business Case Politics of Borders, 13 MOBILITIES 261, 268 (2018). See
also Myriam Dunn Cavelty & Matthias Leese, Politicizing Security at the Boundaries: Privacy and Surveillance and
Cybersecurity, 5 EUR. REV. INT’L STUD. 49, 56 (2018).
10

Jane Lethbridge, Privatisation of Migration and Refugee Services and Other Forms of State Disengagement, PUBLIC
SERVICES INTERNATIONAL RESEARCH UNIT, Mar. 11 2017, http://www.world-psi.org/en/privatisation-migration-refugeeservices-other-forms-state-disengagement.
11

See Martina Tazzioli, Refugees’ Debit Cards, Subjectivities and Data Circuits: Financial Humanitarianism in the
Greek Migration Laboratory, 13 INT’L POL. SOC. 4 (2019), https://academic.oup.com/ips/advancearticle/doi/10.1093/ips/olz014/5539660. See also Russ Juskalian, Inside the Jordan Refugee Camp that Runs on
Blockchain, MIT TECH. REV., Apr. 12, 2018, https://www.technologyreview.com/s/610806/inside-the-jordanrefugee-camp-that-runs-on-blockchain/.
12

U.N. Human Rights Council, Guiding Principles on Business and Human Rights: Implementing the United Nations’
Protect, Respect and Remedy Framework, U.N. Doc. A/17/31 (Mar. 21, 2011) [hereinafter UNGP].
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outsourcing migration control from the complementary perspective of the UNGP by
discussing how careful regulation of business activities may provide a pathway to
accountability in domestic courts. As I discuss in this Article, migration control activities,
which are outsourced to PMSC, can be classified as high-risk operations for the purposes of
the application of the UNGP.13 According to the UNGP, all companies involved in high-risk
operations require a higher degree of engagement and rigor when carrying out a more
complex process of human rights due diligence. 14 This due diligence generally implies an
assessment of the way in which a company can adversely impact human rights through its
own operations. In the language of the UNGP, an “adverse human rights impact occurs when
an action removes or reduces the ability of an individual to enjoy his or her rights.”15 The
reclassification of migration control activities as high-risk operations, in turn, has two
significant implications in terms of establishing accountability for PMSC’s wrongful conduct.
First, it acknowledges that the privatization of migration control, especially within the
context of continued containment and deterrence trends,16 entails a high risk of gross
human rights abuses to which PMSC may contribute, both directly and indirectly. Second,
based on a joint reading of UNGP 7, UNGP 17(b), UNGP 23(c), and UNGP 24,17 this

13

Davitti, supra note 8, at 42–8.

14

Id. at 17 (focusing on UNGP 17(b) in particular). See also United Nations Office of the High Commissioner for
Human Rights (OHCHR), Mandate of the Working Group on the Issue of Human Rights and Transnational
Corporations and Other Business Enterprises, Statement on the implications of the Guiding Principles on Business
and Human Rights in the context of Israeli settlements in the Occupied Palestinian Territory 9 (June 6, 2014). See
Andreas Graff & Andrea Iff, Respecting Human Rights in Conflict Regions: How to Avoid the Conflict Spiral, 2 BUS. &
HUM. RTS. J. 109, 111 (2017); JOYLON FORD, REGULATING BUSINESS FOR PEACE: THE UNITED NATIONS, THE PRIVATE SECTOR AND
POST-CONFLICT RECOVERY 45–48 (2015).
15

Frequently Asked Questions about the Guiding Principles on Business and Human Rights, Annex I, Key Concepts in
the
Guiding
Principles
41,
OHCHR
(2014),
https://www.ohchr.org/Documents/Publications/FAQ_PrinciplesBussinessHR.pdf [hereinafter OHCHR FAQs].
16

See Annick Pijnenburg, Containment Instead of Refoulement: Shifting State Responsibility in the Age of
Cooperative Migration Control?, HUM. RTS. L. REV. (forthcoming 2020). See also Annick Pijnenburg et al., Controlling
Migration through International Cooperation, 20 EUR. J. MIGRATION & L. 365, 369 (2018); Thomas GammeltoftHansen & James Hathaway, Non-refoulement in a World of Cooperative Deterrence, 53 COLUM. J. TRANSNAT’L L. 235
(2015).
17

These principles are particularly relevant to conflict-affected and high-risk contexts. As further examined in this
Article, UNGP 7 clarifies what states should do to help ensure that business enterprises operating in conflictaffected and high-risk contexts are not involved in human rights abuses. The measures indicated in UNGP 7 are “in
addition to State’s obligations under international humanitarian law in situations of armed conflict, and under
international criminal law.” UNGP 17 to 23 directly address the process of human rights due diligence, but more
specifically UNGP 17(b) indicates that human rights due diligence will vary in complexity depending on “the size of
the business enterprise, the risk of severe human rights impacts, and the nature and context of its operations.”
UNGP 23(c) clarifies that, in all contexts, companies “should treat the risk of causing or contributing to gross or
contributing to gross human rights abuses as a legal compliance issue wherever they operate” (emphasis added).
UNGP 24 provides guidance on how companies should prioritize actions to address actual and potential adverse
human rights impacts, whenever it may not be possible to address all human rights impacts simultaneously.
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reclassification enables us to identify heightened obligations vested upon the state in which
the parent company of a PMSC is registered or domiciled (home state) as well as heightened
responsibility of the PMSC themselves.
The main argument put forward in this Article is that heightened home state obligations
mean, at a minimum, an obligation to regulate the transnational activities of PMSC domiciled
within a home state’s territory in order to both prevent them from causing, or contributing
to, transnational human rights harm and provide redress when such harm occurs. In order
to ensure accountability for human rights abuses through regulation, homes states are
required to introduce mandatory human rights due diligence and provide effective remedies
for any harm deriving from the wrongful conduct of the PMSC. Effective remedies would
include, inter alia, providing access to the courts of the home state of the PMSC and
imposing civil and criminal liability on PMSC for their wrongful conduct. As I demonstrate in
this Article, the UNGP acknowledge that, in situations in which there is a high risk of gross
abuses, home states are under an obligation to meaningfully regulate the transnational
activities of PMSC domiciled in their territory. Failure to regulate would result in a breach of
the home state’s obligation to protect from foreseeable human rights abuses by PMSC, i.e.
a breach of a positive obligation to protect.
The argument is developed as follows: Section B clarifies the reasons why, for the purposes
of the application of the UNGP, migration control contexts involve high-risk operations. It
also explains how this reclassification results in heightened home states’ obligations and
heightened PMSC’s responsibility, as envisaged by the UNGP. Section C discusses whether
this reconceptualization might be useful to bridge the accountability gap that usually
characterizes corporate human rights abuses resulting from the cooperation between states
and private non-state actors such as PMSC, including in contexts of transnational migration
control. Section D concludes with some reflections on the relevance of state responsibility
arguments supported by the UNGP.
B. Privatized Migration Control and High Risk of Gross Human Rights Abuses
I. The Meaning of “High Risk” in the UNPG
The multiplicity of human rights abuses occurring within the context of migration control
and the direct or indirect involvement of PMSC in such abuses have been accurately
documented in the literature. 18 The achievement of an effective remedy for victims of
Conflict-affected and high-risk contexts are often considered so complex as to require the prioritization of most
severe impacts, as indicated in UNGP 24.
18

See, e.g., Kamasaee v Commonwealth of Australia & Ors, [2014] 6770 CLR (Austl.) (settlement of proceedings
finalized on July 6, 2018), https://www.supremecourt.vic.gov.au/court-decisions/case-list/manus-islanddetention-centre-class-action (illustrating a situation of human rights abuses culminating in a class action suit
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business-related abuse, however, remains elusive, not least because traditionally non-state
actors are not directly bound by international law. Home states are also reluctant to
comprehensively regulate the transnational activities of companies registered or domiciled
in their jurisdiction,19 partly in fear of loss of competitiveness, partly because of the benefit
they may gain from such transnational activities. More comprehensive regulation would
contribute to the establishment of clearer horizontal obligations in domestic law and
regulatory frameworks,20 and in turn close the “governance gap”21 between the human
rights standards enshrined in relevant human rights instruments and reflected in the UNGP
on the one hand, and the measures adopted by states and companies to ensure effective
remedies on the other. This governance gap appears particularly accentuated in the context
of PMSC’s involvement in migration control, where states’ willingness to contain and deter
migration is matched by a marked increase, over the last two decades, in the
criminalization22 and securitization23 of migration, including through cooperation with

against the Commonwealth of Australia and two corporate contractors operating the immigration detention center
on Manus Islands). See Gabrielle Holly, Transnational Tort and Access to Remedy under the UN Guiding Principles
on Business and Human Rights: Kamasaee v. Commonwealth, 19 MELBOURNE J. INT’L L. 52 (2018) (discussing
Kamasaee v. Commonwealth and how the case was eventually settled without admission of liability). For other
examples of PMSC involvement in human rights abuses, see Martin Lemberg Pedersen, Private Security Companies
and the EU Borders, in THE MIGRATION INDUSTRY AND THE COMMERCIALIZATION OF INTERNATIONAL MIGRATION 152, 166
(2013). See also Lethbridge, supra note 10, at 531–33; Michael Flynn, From Bare Life to Bureaucratic Capitalism:
Analyzing the Growth of the Immigration Detention Industry as a Complex Organization, 8 CONTEMP. READINGS L. &
SOC. JUST. 70 (2016).
19

See U.N Human Rights Council, Improving Accountability and Access to Remedy for Victims of Business-Related
Human Rights Abuse: The Relevance of Human Rights Due Diligence to Determinations of Corporate Liability, U.N.
Doc. A/Add.2/38/20 (June 1, 2018) (discussing a few exceptions in the emerging regulations at the national and
regional levels) [hereinafter OHCHR Accountability and Remedy Project I]. The evidence shows that there is still
room for improvement, as evidenced by the Accountability and Remedy Project I by the Office of the High
Commissioner for Human Rights.
20

See Lottie Lane, The Horizontal Effect of International Human Rights Law in Practice, 5 EUR. J. COMP. L. &
GOVERNANCE 5, 21–24 (2018) (discussing developments towards direct horizontal effect through the jurisprudence
of various national legal systems).
21

See, e.g., Olivier De Schutter, Towards a New Treaty on Business and Human Rights, 1 BUS. & HUM. RTS. J. 41
(2016); Sara Seck, Home State Responsibility and Local Communities: The Case of Global Mining, 11 YALE HUM. RTS.
& DEV. L.J. 178 (2008); Robert McCorquodale & Penelope Simons, Responsibility Beyond Borders: State
Responsibility for Extraterritorial Violations by Corporations of International Human Rights Law, 70 MOD. L. REV. 598
(2007).
22

Ana Aliverti, Sanja Milivojevic & Leanne Weber, Tracing Imprints of the Border in the Territorial, Justice and
Welfare Domains: A Multi-Site Ethnography, 58 HOW. J. CRIME & CRIM. JUST. 240 (2019). See also Faye Donnelly, In
the Name of (De)securitization: Speaking Security to Protect Migrants, Refugees and Internally Displaced Persons?,
99 INT’L REV. RED CROSS 241 (2017).
23

Reece Jones & Corey Johnson, Border Militarisation and the Re-articulation of Sovereignty, 41 TRANSACTIONS INST.

OF BRITISH GEOGRAPHERS 187 (2016).
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countries in the region of origin24 and with private security actors.
As explained in this Section, to define a business operational context as “high risk,” it is
necessary to take into consideration the human rights abuses taking place throughout a
company’s business operations. This means that a company should not only be aware of the
abuses taking place within the specific countries in which it operates, but also consider the
broader context of its activities, and ascertain both the actual and potential adverse human
rights impact related to such contexts.25 It is important to note that all conflict-affected
contexts—irrespective of their legal classification and of whether the armed conflict is still
ongoing or has subsided—will entail a high prevalence of human rights abuses, and
therefore pose a high risk for a company to become involved in them. Various other complex
operational contexts, however, even though not necessarily related to armed hostilities, will
also qualify as “high risk”. For the purposes of our analysis, the provision of services which
enable and contribute to migration policies resulting in human rights abuses also constitute
high-risk contexts and high-risk business operations. Consider, for instance, the provision by
the Nakamoto Group of substandard medical care in United States Immigration and Customs
Enforcement’s (“ICE”) immigration detention centers, 26 which has led to detainees dying of
treatable and preventable diseases. 27 Similarly, in US states and cities where the ICE is
increasingly relying on the use of ankle bracelets as a “more humane” alternative to
immigration detention,28 Global Positioning System (“GPS”) tracking and supervision
services are increasingly outsourced to private security companies. 29 This electronic
24

Jean-Pierre Cassarino, Beyond the Criminalisation of Migration: A Non-Western Perspective, 4 INT’L J. MIGRATION
& BORDER STUD. 397, 404 (2018). See also Jean-Pierre Cassarino, Informalising EU Readmission Cooperation, 42
ROUTLEDGE HANDBOOK JUST. & HOME AFFAIRS RES. 83, 92 (2017).
25

The Corporate Responsibility to Respect Human Rights: An Interpretive Guide 17–18, OHCHR (2012),
http://www.ohchr.org/Documents/Publications/HR.PUB.12.2_En.pdf. See also International Business Leaders
Forum,
Human
Rights
Translated:
A
Business
Reference
Guide,
OHCHR
(2008),
https://www2.ohchr.org/english/issues/globalization/business/docs/Human_Rights_Translated_web.pdf.
26

See Lauren Martin, Carceral Mobility and Flexible Territoriality in Immigration Enforcement, in HANDBOOK ON
CRITICAL GEOGRAPHY OF MIGRATION 244, 245–51 (Katharyne Mitchell et al. eds., 2019) (providing an overview of the
US immigration detention system and its privatization).
27

Grace Meng, Holding Companies Accountable for US Detention Abuses, HUMAN RIGHTS WATCH (Nov. 25, 2019),
https://www.hrw.org/news/2019/11/25/holding-companies-accountable-us-detention-abuses-0.
28

See Michael Flynn, The Debate over ‘Alternatives’ to Immigration-related Detention of Children, in MIGRATIONS,
STATE OBLIGATIONS, AND RIGHTS IN A GLOBALIZED CONTEXT, at 115–17 (Global Studies Institute, University of Geneva,
forthcoming 2020) (critiquing alternatives to immigration detention). See also Robyn Sampson, The Biopolitics of
Alternatives to Immigration Detention, in HANDBOOK ON CRITICAL GEOGRAPHIES OF MIGRATION 258–62 (Katharyne
Mitchell et al. eds., 2019).
29

Michael Hauser, The High Price of Freedom for Migrants in Detention, THE NEW YORKER, (March 12, 2019),
https://www.newyorker.com/news/news-desk/the-high-price-of-freedom-for-migrants-in-detention. See also Inti
Pacheco et al., Company That Bails Out Immigrants Is Accused of Abusive and Fraudulent Tactics, UNIVISION NEWS
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monitoring practice has raised concerns not only in terms of privacy rights, data sharing, and
health implications of wearing the device,30 but also in relation to the lawfulness of this
outsourcing, which often results in an automatic ineligibility for bail or in a rise in the level
of immigrants’ indebtedness. The high costs for the cash bond (on average USD 8,000–
10,000) and for the GPS tracking services, in fact, are passed to the detainees wearing such
electronic devices. Security companies provide financing to those who cannot afford the
cash bond but, in return, the detainees must pay for activating the ankle bracelet (USD 460);
for leasing it and being tracked (USD 420 per month for the duration of the bail)31 and
ultimately for repaying the cash bond. If they cannot afford to pay, they are usually returned
to detention in inhuman and degrading conditions. 32
While there is no agreed-upon definition of “high-risk areas,”33 and principles 7 and 23(c) of
the UNGP only refer to conflict-affected areas and the heightened risk of gross human rights
abuses there, it is possible to refer to other relevant definitions to evince the scope and
content of these terms. The Organization for Economic Co-operation and Development
(“OECD”), for instance, defines “conflict-affected and high-risk areas” as follows:
Conflict-affected and high-risk areas are identified by the presence of armed
conflict, widespread violence or other risks of harm to people. Armed conflict
(May 1, 2018), https://www.univision.com/univision-news/immigration/company-that-bails-out-immigrants-isaccused-of-abusive-and-fraudulent-tactics.
30

Fact Sheet: Electronic Monitoring Devices as Alternatives to Detention, NATIONAL IMMIGRATION FORUM (Feb. 22,
2019),
https://immigrationforum.org/article/fact-sheet-electronic-monitoring-devices-as-alternatives-todetention/. See also Daniella Silva, GPS Tracking of Immigrants in ICE Raids Troubles Advocates, NBC NEWS (Aug. 15,
2019),
https://www.nbcnews.com/news/us-news/gps-tracking-immigrants-ice-raids-troubles-advocatesn1042846. See CRS Report, Immigration: Alternative to Detention Programs, EVERY CRS REPORT (July 8, 2019),
https://www.everycrsreport.com/reports/R45804.html (discussing facial recognition systems to confirm identity
and monitor movement have also been tried as an alternative to immigration detention).
31

A copy of a typical lease agreement with the service provider Libre by Nexus is available at
https://www.prisonlegalnews.org/media/publications/Libre%20by%20Nexus%20Contract%20Materials%2C%20I
mmigration%20Electronic%20Monitoring%20Services%2C%202014.pdf.
32

See Office of Inspector General, US Department of Homeland Security, Management Alert: DHS Needs to Address
Dangerous Overcrowding and Prolonged Detention of Children and Adults in the Rio Grande Valley (Redacted) (July
2, 2019), https://www.oig.dhs.gov/sites/default/files/assets/2019-07/OIG-19-51-Jul19_.pdf. See also Alison G.S.
Knox, Administrative Failures: The Immigration Detention Centers and Abu Ghraib Prison, 95 INT’L SOC. SCI. REV. 17
(2019), https://digitalcommons.northgeorgia.edu/cgi/viewcontent.cgi?article=1359&context=iss; K Swanson,
Silent Killing: The Inhumanity of US Immigration Detention, 18 J. LATIN AM. GEO. 176 (2019); Sarah A. MacLean et al.,
Mental Health of Children Held at a United States Immigration Detention Center, 230 SOC. SCI. & MED. 303 (2019);
Simon Romero et al., Hungry, Scared and Sick: Inside the Migrant Detention Center in Clint, Tex., N.Y. TIMES, (July 9,
2019), https://www.nytimes.com/interactive/2019/07/06/us/migrants-border-patrol-clint.html.
33

Due
Diligence:
Defining
‘Conflict-Affected’
and
‘High-Risk
Areas’,
OHCHR
(2013),
https://www.ohchr.org/Documents/Issues/Business/ForumSession2/Events/3Dec.1.SideEventProposal_GenevaA
cademy.pdf.
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may take a variety of forms, such as a conflict of international or noninternational character, which may involve two or more states, or may consist
of wars of liberation, or insurgencies, civil wars, etc. High-risk areas may
include areas of political instability or repression, institutional weakness,
insecurity, collapse of civil infrastructure and widespread violence. Such areas
are often characterised by widespread human rights abuses and violations of
national or international law.34
Similarly, the EU definition of “conflict-affected and high-risk areas” characterizes them as
“[a]reas in a state of armed conflict, fragile post-conflict areas, as well as areas witnessing
weak or non-existing governance and security, such as failed states, and widespread and
systematic violations of international law, including human rights abuses.” 35 The guidance
produced by the UN Global Compact and the UN Principle for Responsible Investment
initiative also clarified that the terms “conflict affected” and “high risk areas” could include
situations “in which there are serious concerns about abuses of human rights and political
and civil liberties, but where violent conflict is not currently present.”36 Both of these
definitions therefore treat “conflict-affected areas” as an example of “high-risk areas”
generally.
As illustrated by the examples presented above, if we apply the above contextual definitions
to current situations in which migration control operations are implemented, various
elements of such operations clearly suggest that they are taking place in high-risk areas
and/or in contexts that increasingly entail high-risk operations, irrespective of the existence
of an armed conflict. For instance, a closer examination of the cooperation between Italy
and Libya indicates that Libya’s territory, both on land and at sea, represents a crucial
theatre of Italian and EU migration control operations. The memorandum of understanding
between Italy and Libya, signed in 201737 and renewed in autumn 2019,38 includes
cooperation on migration control, whereby Italy provides training and equipment to the
34

Responsible
Minerals
Initiative,
CONFLICT-AFFECTED
AND
HIGH-RISK
AREAS
http://www.responsiblemineralsinitiative.org/emerging-risks/conflict-affected-and-high-risk-areas/.
35

(CAHRAS),

Id.

36

Guidance on Responsible Business in Conflict-Affected & High-Risk Areas: A Resource for Companies and Investors
7,
UN
Global
Compact
(2010),
https://www.unglobalcompact.org/docs/issues_doc/Peace_and_Business/Guidance_RB.pdf (emphasis added).
37

MEMORANDUM D'INTESA SULLA COOPERAZIONE NEL CAMPO DELLO SVILUPPO, DEL CONTRASTO ALL'IMMIGRAZIONE ILLEGALE, AL
TRAFFICO DI ESSERI UMANI, AL CONTRABBANDO E SUL RAFFORZAMENTO DELLA SICUREZZA DELLE FRONTIERE TRA IO STATO DELLA LIBIA E
LA REPUBBLICA ITALIANA, http://itra.esteri.it/vwPdf/wfrmRenderPdf.aspx?ID=50975.
38

Ylenia Gostoli, Anti-migration deal between Italy and Libya renewed, AL JAZEERA, (Nov. 2 2019),
https://www.aljazeera.com/news/2019/11/deal-curb-migrant-arrivals-italy-libya-renewed191102122821537.html.
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Libyan coast guard to intercept EU-bound irregular migrants at sea and return them to Libya.
Irrespective of whether we consider the situation on the ground in Libya to amount to a
situation of armed conflict or to a post-conflict situation, Libya qualifies as a conflict-affected
country as understood by principle 7 of the UNGP. Given the well-documented widespread
violations of international law, including human rights abuses against migrants, occurring
both in Libyan territorial waters and in official and unofficial detention centers around the
country, Libya also meets the criteria of a high-risk area as defined above. PMSC have been
supplying advanced border control systems to Libya for at least a decade,39 when conditions
in Libyan detention centers were already such as to amount to torture or inhuman and
degrading treatment, and return to Libya to refoulement because it exposed them to the
risk of ill-treatment. The decision by the European Court of Human Rights in Hirsi Jamaa and
Others v. Italy,40 indeed, found that the prohibition against refoulement was breached by
Italy’s interception and pushback of migrants to Libya in 2008. This was because the Italian
authorities knew or should have known that the people returned to Libya “would be exposed
in Libya to treatment in breach of the [Convention] and they would not be given any kind of
protection in that country, in breach of Article 3 of the European Convention of Human
Rights (ECHR).”41 Human rights reports unanimously suggest that the situation has not
improved since.42 Any business involving the provision of advanced border control systems
to Libyan authorities in such a context would be at risk of causing or contributing to human
rights abuses, as they would be at risk of contributing to the implementation of the migration
control operations found in contravention of Article 3 ECHR.
Principle 23(c) of the UNGP makes explicit reference to “gross human rights abuses.” The
commentary to this principle mentions conflict-affected areas as an example of complex
operating environment in which the risks of enterprises being complicit in such abuses
committed by other actors may increase.43 Although the UNGP do not define “gross abuses”,
already in 1999, UN independent expert Cherif Bassiouni confirmed that the same
39
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contextual approach pertaining to high-risk contexts is also relevant to defining the term
“gross violation of human rights.”44 This term, he explained, is used to “describe situations
involving human rights violations by referring to the manner in which the violations may
have been committed or to their severity”, rather than to denote a specific category of
violations. In this sense, it is employed with reference to the factual circumstances of the
abuse, thus also to the operational contexts in which business activities are carried out. The
Interpretive Guide to the UNGP drafted in 2012 by the Office of the High Commissioner for
Human Rights (“OHCHR”) provides a non-exhaustive list of examples and refers to the
gravity of the abuse:
There is no uniform definition of gross human rights violations in international
law, but the following practices would generally be included: genocide, slavery
and slavery-like practices, summary or arbitrary executions, torture, enforced
disappearances, arbitrary and prolonged detention, and systematic
discrimination. Other kinds of human rights violations, including of economic,
social and cultural rights, can also count as gross violations if they are grave
and systematic, for example violations taking place on a large scale or targeted
at particular population groups.45
The commentary to principle 14 also clarifies that the “severity of impacts will be judged by
their scale, scope and irremediable character.” 46 The OHCHR Interpretive Guide further
explains that the impact of business activities will be deemed to be severe based on the
gravity of the harm, the number of people affected—both immediately and in the future—
and whether it is possible to “restore those affected to a situation at least the same as, or
equivalent to, their situation before the adverse impact.”47 Based on the above, there is little
doubt that the harm risked by the migrants returned to Libya—at the time of the
circumstances described in the Hirsi case as well as in those pertaining to current migration
control operations—entails severe impacts,48 meaning that there is a high risk of gross
44
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human rights abuses in Libya.
As discussed above, beyond conflict-affected contexts such as the one in Libya, other
transnational migration control operations increasingly take place in highly volatile and
securitized environments49 where the severity of the impact (in terms of scale, scope and
irremediable character) is such that there is a high risk of involvement in gross human rights
abuses. Drones, border patrol vehicles and vessels, cameras, facial recognition systems,
thermal vision equipment, biometric and surveillance systems are increasingly supplied and
managed by PMSC to carry out migration control measures.50 Thus, while the border security
apparatus rapidly expands,51 the business opportunities for PMSC are also set to increase
because of their long-standing expertise in highly securitized and unstable environments. As
already mentioned above, the same PMSC do not only provide high-tech security systems,
but also essential services for refugees and asylum seekers, such as access to health care
and housing, food, and cash cards. These essential services are not only increasingly
privatized, because they are outsourced to for-profit private non-state actors, but also
increasingly securitized as they are provided as part of broader security service “packages”
offered by PMSC. In turn, as externalization and containment become the primary aims of
migration control policies, and reflect a rising hostility against migrants,52 the risk of PMSC’s
direct and indirect involvement in gross abuses at various stages of the migration journey
increase. As explained in this Section, PMSC can be implicated in gross human rights abuses
in various ways. Thus, the presence of an armed conflict is not definitive in ascertaining
whether a business enterprise is exposed to a high risk of being involved in gross human
rights abuses. What is key, instead, is understanding the operational context in which a
49
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company operates, and the severity of the actual and potential adverse human rights impact
that it might have.
II. Home States’ Obligations in High-Risk Situations
A careful reading of the UNGP clearly reveals that whenever companies become involved in
the implementation and operationalization of migration control, they embark in high-risk
operations, that is to say business operations that entail a high-risk of gross abuses.
Where the risk of gross human rights abuses is heightened, the UNGP recognize under pillar
one the existence of heightened obligations vested upon the home state of the PMSC and
heightened responsibilities for the companies themselves. According to UNGP 7, in fact,
home states of PMSC involved in the implementation of migration policies which engender
a high risk of gross human rights abuses are expected to “help them identify, prevent and
mitigate the human rights-related risks of their activities and business relationships” and “to
assess and address heightened risks of abuses.” 53 As further explained in the commentary
to UNGP 754 and in another United Nations Human Rights Council report in an addendum to
the UNGP,55 home states’ engagement is not to be understood as replacing but as
complementing the engagement of host states where the PMSC are deployed. Engagement
by home states should be proactive and take place as early as possible, in order to help
companies avoid involvement in human rights abuses before the situation escalates.56 UNGP
7, as discussed above, refers specifically to gross abuses and, therefore, concerns human
rights abuses of a severe nature, because of their gravity, scale, scope, and irremediability.57
The grossness of the abuse, therefore, is reinforced by the increased likelihood of
occurrence58 and both demand that home states are not only proactive and supportive of
cooperative companies, but also that they deny “access to public support and services for a
business enterprise that is involved with gross human rights abuses and refuses to cooperate
in addressing the situation.” Crucially, UNGP 7(d) also requires home states to “ensur[e] that
their current policies, legislation, regulations and enforcement measures are effective in
addressing the risk of business involvement in gross human rights abuses.” The addendum
53
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report on conflict-affected areas confirms that home states should establish adequate
regulatory frameworks; clarify the applicability of such frameworks to business entities;
and—for the most extreme situations—"make sure that the relevant agencies are properly
resourced to address the problem of business involvement in international or transnational
crimes, such as corruption, war crimes or crimes against humanity.” 59 The commentary to
UNGP 7 further clarifies that states should also “consider multilateral approaches to prevent
and address [gross human rights abuses], as well as support effective collective initiatives.” 60
At this point, it is important to note that the broader debate over whether a home state has
a general duty, in international law, to regulate the transnational activities of a company
registered in its territory and/or jurisdiction, continues to generate a vast amount of
literature.61 This is partly because when the UNGP were adopted in 2011, the commentary
to UNGP 2 took a conservative approach to the debate by stating that “[a]t present States
are not generally required under international human rights law to regulate the
extraterritorial activities of business domiciled in their territory and/or jurisdiction. Nor are
they generally prohibited from doing so, provided there is a recognized jurisdictional basis.”
While the general debate in international law is thus far from settled, it is relatively
uncontroversial62 to state that in high-risk contexts, because of the nature of gross abuses
and of their high likelihood of occurrence, home states have a duty to appropriately and
effectively regulate the transnational conduct of business enterprises in order to prevent
business-related human rights abuses. The 2013 OHCHR report on corporate liability for
gross human rights abuses clarified that, although the UNGP are technically a non-binding
instrument,
their provisions include restatements of existing international legal
obligations. At the very least, they are evidence of an emerging consensus
concerning the steps that State should now be taking, and the areas to be
prioritized for action, in order to meet their responsibilities towards victims in
cases where businesses are implicated or involved in gross human rights
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abuses.63
III. Business Responsibility in High-Risk Situations
The provisions under pillar two of the UNGP provide that, in light of their responsibility to
respect human rights, business enterprises should avoid infringing on the rights of others
and address negative impacts that they have caused or contributed to. The primary
mechanism to operationalize this responsibility to respect is human rights due diligence, 64
which essentially consists of a set of processes aimed at ensuring that a company assesses
its actual and potential “adverse impacts”; takes action when such adverse impacts are
identified; tracks and communicates to relevant stakeholders the ways in which it addresses
such impacts; and contributes to remediating them. As I have argued so far, PMSC involved
in migration control operate in high-risk contexts, which demand a heightened responsibility
to respect human rights, including in terms of how to carry out human rights due diligence
and the type of remediation mechanisms that they are required to provide.
Pillar two of the UNGP contains provisions related to the corporate responsibility to respect
human rights. UNGP 17, more specifically, refers to human rights due diligence as an
ongoing65 risk-assessment process that companies are required to carry out—across their
operations, products and services, as well as throughout their supplier and business partner
networks66—in order to “identify, prevent, mitigate and account for how they address their
adverse human rights impacts.” 67 UNGP 17(b) confirms the relevance of ascertaining the
severity of the impacts that a company may have and the nature of its operational context,
by stating that the complexity of the human rights due diligence process will vary depending
on “the size of the business enterprise, the risk of severe human rights impacts, and the
nature and context of its operations.”68
When examining high-risks contexts, it is important to read UNGP 17 in conjunction with
UNGP 23(c), which requires business enterprises to “treat the risk of causing or contributing
to gross human rights abuses as a legal compliance issue wherever they operate.”69 This
63
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means that companies “should treat this risk in the same manner as the risk of involvement
in a serious crime, whether or not it is clear that they would be held legally liable.” 70 The
vigilance required of company lawyers is due to the severity of the human rights abuses
involved, but also to “the expanding legal boundaries, including territorial
boundaries . . . irrespective of the status of the law where the business activity is taking
place.”71 UNGP 24 is also relevant in high-risk contexts as it refers to situations where
companies may be unable to address all adverse human rights impacts simultaneously.
According to UNGP 24 and related commentary, companies should address all their adverse
impacts, but where necessary, they “should first seek to prevent and mitigate those that are
most severe or where delayed response would make them irremediable.” 72 This means that
companies should always have a clear and comprehensive understanding of the severity of
the abuses that they become involved in and/or contribute to, in terms of scale and scope
of the abuses but also in terms of the irremediable nature of the harm. It is important to
emphasize that the primary focus of the human rights due diligence process, therefore, is
not on the risk to the company, but on the higher risk to which refugees and migrants are
exposed throughout migration control operations.73 PMSC, therefore, should consider both
the likelihood and severity of the risk, and be aware that often the high risk of gross abuses
may be so pervasive that it becomes almost impossible for a PMSC not to be involved in
them. A joint reading of UNGP 17, UNGP 23 and UNGP 24, therefore, demands that
whenever PMSC are involved in high-risk operations, they should not only ascertain the
likelihood of their involvement in or contribution to gross abuses, but also prioritize actions
to prevent and address the most severe impacts. The continued involvement of PMSC in
migration policies of containment and deterrence, therefore, appears to ignore both the
home states’ obligation to protect human rights and the companies’ responsibility to respect
them, as specifically articulated in the UNGP for high-risk contexts. In the next Section, I
explain in more detail how these obligations and responsibilities might help us go beyond
the so-called “governance gap” identified in business and human rights and address the
accountability gap that continues to characterize business-related abuses in migration
control contexts.
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C. Heightened Obligations and Heightened Responsibility: Bridging the Accountability Gap
in Transnational Migration Control?
I. The Challenge of Attributing Business Conduct to a State
Commentators have discussed the challenges raised by migration control operations in
terms of allocation of responsibility for violations of human rights when multiple actors are
involved in a breach of international law.74 For the purposes of this Article, and as mentioned
in Section B, cooperation between states and PMSC in cross-border migration control
activities presents an additional layer of complexity because of the non-state actor status of
PMSC. Since attribution of conduct is a precondition of state responsibility, attempts have
been made at ascertaining whether a non-state actor’s wrongful conduct is attributable to
the collaborating state—in our case, usually the state engaging the services of the PMSC or,
under certain circumstance, the home state.
The rules on attribution most relevant to our discussion on transnational PMSC’s migration
control activities are those under Articles 5 and 8 of the Draft Article on Responsibility of
States for International Wrongful Acts (“ARSIWA”).75 As confirmed by paragraphs 2 and 3 of
the commentary to Chapter II, on attribution of conduct to a State, the general rule is that
the conduct of private persons is not attributable to the state. This is because only the
conduct of organs of government of a state or of agents of a state can be attributable. Article
5 ARSIWA, relating to the exercise of certain elements of governmental authority by a nonstate actor (a person or entity which is not an organ of the state), is relevant because PMSC
often carry out activities which would normally be performed by the state, such as the
security and management of detention centers and the provision of essential services to
asylum seekers and migrants, for example, services related to health, accommodation and
food. According to Article 5 ARSIWA, such private conduct is only attributable to the state if
there is a legal act by the state empowering the non-state actor.
According to paragraph 2 of the commentary to Article 5 ARSIWA, only in special cases the

74

See Daniel Ghezelbash et al., Securitization of Search and Rescue at Sea: The Response to Boat Migration in the
Mediterranean and Offshore Australia, 67 INT'L & COMP. L.Q. 315 (2018); Melanie Fink, A ‘Blind Spot’ in the
Framework of International Responsibility? Third-Party Responsibility for Human Rights Violation: The Case of
Frontex, in HUMAN RIGHTS AND THE DARK SIDE OF GLOBALIZATION: TRANSNATIONAL LAW ENFORCEMENT AND MIGRATION CONTROL
272 (2016). See also Efthymios Papastavridis, Recent Non-Entrée Policies in the Central Mediterranean and Their
Legality: A New Form of Refoulement?, 3 DIRITTI UMANI E DIRITTO INTERNAZIONALE 493 (2018); Azadeh Dastyari & Asher
Hirsch, The Ring of Steel: Extraterritorial Migration Control in Indonesia and Libya and the Complicity of Australia
and Italy, 19 HUM. RTS. L. REV. 433 (2019).
75

Report of the International Law Commission on the Work of Its Fifty-Third Session, [2001] 2 Y.B. INT’L L. COMM’N
31,
at
para.
2,
U.N.
Doc.
A/CN.4/SER.A/2001/Add.1.,
https://legal.un.org/ilc/publications/yearbooks/english/ilc_2001_v2_p2.pdf.

188

German Law Journal

Vol. 21 No. 03

term “entity” may include private companies, and in any case such entity will have to be
“empowered by the law of the State to exercise functions of a public character normally
exercised by State organs, and the conduct of the entity [must be related] to the exercise of
the governmental authority concerned.”76 Paragraph 2 also provides the example of private
security firms contracted to provide services as prison guards, exercising powers of
detention and discipline. Such powers, however, will only be provided by national prison
regulations or pertain to the enforcement of a judicial sentence. PMSC’s transnational
activities, instead, are usually regulated by contractual agreements stipulated between the
state and the company itself. Such contracts will usually not be a sufficient legal instrument
to empower the PMSC with governmental authority. This is because the services in which
they engage, although they would be normally performed by the state, are not necessarily
regulated by law. Immigration detention, for instance, is usually of an administrative nature
and as such it will not be covered by regulations pertaining to prisons and detention centers
in the criminal justice system.
In the absence of such formal legal empowerment by the state, a PMSC’s conduct can be
attributed to the state in accordance with Article 8 ARSIWA if the private non-state actors
act on the instructions of, or under the direction or control of a state. Thus, responsibility of
the contracting state will only be engaged if it can be proven, either by the wording of the
contract or by the facts, that the company acted under the instructions of the state in
carrying out the wrongful conduct or that it acted under the direction or control of the
state.77 Human rights abuses or other wrongful conduct generally fall outside of the
substantive scope of such contractual arrangements, so it would be difficult, based on the
contract alone, to prove that the PMSC acted under the instruction of the hiring state. 78
Similarly, the wording of the contract would not be sufficient to prove that the state has
otherwise directed or controlled the conduct of the PMSC, since the contract would specify
the activities to be carried out, but PMSC are generally quite independent in the planning
and execution of their activities. This means that the threshold of state dependence
established by Article 8 for attribution of a PMSC’s conduct to the state would usually not
be met. Similarly, the conduct of PMSC acting outside of the scope of what has been
contractually agreed will also not be attributable to the state. 79
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II. Positive Obligations and Their Evolving Character
It is because of these difficulties in identifying a valid attribution link between the state and
the private non-state actor that international legal scholars often turn to the doctrine of
positive obligations,80 or what in business and human rights terms, as explained in Section
B, is referred to as the home state’s obligation to protect from corporate abuse under pillar
one of the UNGP. UN Treaty Bodies81 have increasingly recognized in their work the
relevance of a state’s positive obligations in relation to the conduct of private companies.
The Human Rights Committee, which monitors compliance with the International Covenant
on Civil and Political Rights (“ICCPR”),82 for instance, has referred to positive obligations in
relation to two Articles which are of particular relevance for the context of migration control:
Article 6 (right to life)83 and Article 7 (prohibition of torture, or other cruel, inhuman or
degrading treatment or punishment).84 General Comment 36 on the right to life is of specific
significance because, at the moment of writing, is the most recent General Comment issued
by the HRC. Despite the fact that General Comments by UN Treaty Bodies are not legally
binding instruments, they provide highly authoritative interpretations of the content of the
rights and of the legal nature of the obligations enshrined in the relevant international
human rights instruments.85
Paragraph 21 of General Comment 36 clarifies that state parties to the ICCPR have a “due
diligence obligation to take reasonable, positive measures that do not impose
disproportionate burdens on them in response to reasonably foreseeable threats to life
originating from private persons and entities whose conduct is not attributable to the
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State.”86 Furthermore, adequate protective measures “must be taken to prevent,
investigate, punish and remedy arbitrary deprivation of life by private companies, such as
private transportation companies, private hospitals, and private security firms.” 87
At first sight, with the above interpretation, the HRC seems to contradict the commentary
to UNGP 2, which claims that states generally do not have an obligation to regulate. This
latter approach is put forward by the UNGP despite clear evidence from the work of the UN
OHCHR on accountability and effective remedies, 88 that weak, incoherent, and inconsistent
regulation by both home and host states creates legal uncertainties and inefficiency, and
imposes additional costs and complexity when it comes to enforcement. 89 John Ruggie,
former UN Special Representative of the Secretary General on issues of business and human
rights, and architect of the UNGP, has recently reiterated this stance when addressing
concerns expressed in 2019 by Swiss business associations during discussions on national
mandatory human rights due diligence. The associations had argued that such a mandatory
requirement was in contradiction with the UNGP and had questioned the jurisdiction for
legislation on extraterritorial business activities. In his response, 90 Ruggie explained that
legislation requiring businesses to meet their responsibility to respect human rights was not
in contradiction with the UNGP. Rather, he argued, UNGP 3 already clarified that states are
expected to adopt a regulatory “smart mix” of measures—national and international,
voluntary and mandatory—to encourage, support and incentivize business enterprises. To
assuage the concerns expressed by Swiss business associations in relation to legislation with
extraterritorial effect, Ruggie also repeated verbatim the content of the commentary to
UNGP 2, according to which “under international human rights law states are not generally
required to regulate the extraterritorial activities of businesses domiciled in their
jurisdiction, but nor are they generally prohibited from doing so provided there is a
recognized jurisdictional basis.”91 The UNGP, at the same time, acknowledge the progressive
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work of the UN Treaty Bodies and recognize that the provisions concerning the regulation
of transnational business activities pertain to an evolving area of international law. 92
Some elements of this evolution, it can be argued, are present in the work of the HRC, which
interpreted the provisions of Article 2(1) ICCPR, according to which Covenant obligations are
owed by a state party to “all individuals within its territory and subject to its jurisdiction”, as
meaning all persons over whom it exercises power or effective control. In relation to the
right to life, this “includes persons located outside any territory effectively controlled by the
State whose right to life is nonetheless affected by its military or other activities in a direct
and reasonably foreseeable manner.”93 In General Comment 36, the HRC further clarified
the situation in which home states of a company have an obligation to regulate, by affirming
that state parties
must also take appropriate legislative and other measures to ensure that all
activities taking place in whole or in part within their territory and in other
places subject to their jurisdiction, but having a direct and reasonably
foreseeable impact on the right to life of individuals outside their territory,
including activities undertaken by corporate entities based in their territory or
subject to their jurisdiction, are consistent with Article 6, taking due account
of related international standards of corporate responsibility and of the right
of victims to obtain an effective remedy.94
The work of the UN Committee on Economic Social and Cultural Rights (“CESCR”) is also
important when it comes to states’ obligations in relation to the business conduct. General
Comment 24,95 in particular, explicitly states that the obligation to protect also applies
extraterritorially, requiring states to “take steps to prevent and redress infringements of
Covenant rights that occur outside their territories due to the activities of business entities
over which they can exercise control, especially in cases where the remedies available to
victims before domestic courts of the state where the harm occurs are unavailable or
ineffective.”96
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The reference to the exercise of control over business entities operating abroad contained
in General Comment 24 is reminiscent of Article 8 ARSIWA, but at paragraph 32 the CESCR
clarifies that, although state responsibility for the wrongful conduct of private non-state
actors is only engaged when such conduct can be attributed to the state, states would be in
breach of their human rights obligations “where the violation reveals a failure by the State
to take reasonable measures that could have prevented the occurrence of the event.” 97 In
the CESCR’s view, it is thus possible to engage the responsibility of the state “even if other
causes have also contributed to the occurrence of the violation, and even if the State had
not foreseen that a violation would occur, provided such a violation was reasonably
foreseeable.”98 In such cases, the responsibility of the state does not arise for the abuse that
a company has caused or contributed to, but for the state’s failure to protect from such
abuse when the state knew or ought to have known of its likely occurrence, but failed to take
reasonable steps to prevent it. The obligation to protect, predicated upon this lower
threshold of foreseeability, is a due diligence obligation vested upon the state, and as such
an obligation of conduct rather than of result. 99
The CESCR is not alone in advancing this understanding of extraterritorial obligations.
Tilmann Altwicker, for instance, refers to this extraterritorial obligation to protect as “the
external dimension of a transnational obligation to protect,” which in his view was already
identifiable in the International Law Commission Draft Articles on the Prevention of
Transboundary Harm from Hazardous Activities. 100 Under Article 3 of such Draft Articles,
when lawful hazardous activities are planned or carried out in the territory of a state or
otherwise under the jurisdiction or control of a state,101 the latter is under an obligation to
“take all appropriate measures to prevent significant transboundary harm or at any event to
minimize the risk thereof.”102 This includes hazardous transboundary activities conducted by
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private persons or enterprises in which case a state is required to establish and implement
an appropriate regulatory framework rather than get involved in a company’s operational
issues.103
Similarly, the Committee on the Rights of the Child (“CRC Committee”)104 refers to the need
to identify “a reasonable link between the State and the conduct concerned”105 when it
comes to an obligation to enable access to an effective remedy, judicial and non-judicial,
when rights are violated by business enterprises abroad. As examples of measures suitable
to prevent the infringement of children’s rights by companies operating abroad, the CRC
Committee includes making state support, such as public finance and insurance, conditional
on a business carrying out appropriate and effective human rights due diligence and
recommends the vetting of a company’s prior record on children’s rights.106
III. Positive Obligations in High-Risk Contexts
As I have explained in Section B, it is at this juncture that the conceptualization of PMSC’s
involvement in migration control activities as “high-risk” operations becomes particularly
useful, especially to overcome potential issues of jurisdiction. Legal scholars and
practitioners continue to disagree over whether and when a state’s obligation to protect
from third parties’ interference with the enjoyment of human rights applies to transnational
activities.107 The main obstacle to the application of a state’s obligation to protect, in some
cases, remains the issue of jurisdiction, that is to say the applicability of the relevant
international legal instrument in which the obligation is enshrined. As seen above, on the
one hand, state parties to a human rights treaty that contains a jurisdiction clause, such as
the ICCPR, the Convention on the Rights of the Child, or the European Convention on Human
Rights, have obligations when they have effective control over a territory (spatial mode of
jurisdiction) or over a person (personal mode of jurisdiction).108 The CESCR, on the other

103

U.N. International Law Commission, supra note 100, at commentary to art. 5, para. 3.

104

U.N. Committee on the Rights of the Child (CRC), General Comment No. 16, on State Obligations Regarding the
Impact of the Business Sector on Children’s Rights, U.N. Doc. CRC/C/GC/16 (Apr. 17, 2013).
105

Id. at para. 44.

106

Id. at para. 45. See also, Sanyu Awori et al., A Feminist Approach to the Binding Instrument on Transnational
Corporations and Other Business Enterprises, 3 BUS. & HUM. RTS. J. 285 (2018).
107

See, e.g., MARKO MILANOVIC, EXTRATERRITORIAL APPLICATION OF HUMAN RIGHTS TREATIES: LAW, PRINCIPLE AND POLICY,
(2011) (focusing on chapter 4); Marten den Heijer & Rick Lawson, Extraterritorial Human Rights and the Concept of
‘Jurisdiction’, in GLOBAL JUSTICE, STATE DUTIES: THE EXTRATERRITORIAL SCOPE OF ECONOMIC, SOCIAL, AND CULTURAL RIGHTS IN
INTERNATIONAL LAW 153–92 (2013). See also Lea Brilmayer & Isaias Yemane Tefalidet, Third State Obligations and the
Enforcement of International Law, 44 INT’L L. & POL. 1, 39–42 (2011).
108

Milanovic, id. See also Samantha Besson, The Extraterritoriality of the European Convention on Human Rights:

194

German Law Journal

Vol. 21 No. 03

hand, interprets the obligations under the ICESCR as being “without any restriction linked to
territory or jurisdiction.”109
It is important to note that the debate over the obligation to regulate mainly concerns
general duties, rather than specific duties applicable in high-risk situations where obligations
and responsibilities, as explained in Section B, are understood as having a heightened
character. Very much in line with the interpretations of the UN Treaty Bodies, the UNGP
confirm that high-risk contexts, such as the ones pertaining to the implementation of
migration policies and the involvement of PMSC therein, demand the special engagement
of home states. They require appropriate regulation aimed at preventing business-related
abuse and stopping the abuse that is identified and already occurring. The high risk of gross
abuses taking place in migration control contexts means that a failure by the home state to
take appropriate steps to protect individuals from abuse which is reasonably foreseeable,
wherever this abuse may occur, would amount to a breach of its positive obligation to
protect. PMSC, in turn, have a heightened responsibility to respect human rights and treat
the risk of gross abuses as a legal compliance issue, that is to say, in the same manner as
they would treat the risk of being involved in a serious crime, irrespective of whether this is
prescribed by law where the business activity is taking place. Regulation of transnational
business conduct is important because when it comes to PMSC’s involvement in migration
control, especially in the contemporary context of containment and deterrence, the
individuals suffering abuse are hardly ever within the territory of the state contracting with
the PMSC or within the territory of the PMSC’s home state. Most commonly, in transnational
migration control operations the individual is located outside of the territory of the relevant
state and the unlawful conduct of the PMSC, when it occurs, cannot be easily attributed to
the state.110 To obviate situations in which states purposely cooperate with other states or
with private non-state actors in order to exploit the jurisdictional threshold and circumvent
responsibility, scholars have called for a functional approach to jurisdiction.111 This approach
is based on the fact that indirect perpetration of an international wrong, that is to say a
breach by proxy, would also incur responsibility.112 It remains to be seen, however, whether
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courts will find this functional approach to jurisdiction persuasive enough for them to adopt
it. In the meantime, the “smart mix” identified by the UNGP, including its specific approach
to high-risk areas examined in this Article, offers a possible alternative perspective.
As mentioned above, there is evidence of a certain willingness to regulate on the part of
both home and host states, but their efforts often remain incoherent and inconsistent. 113
This leads to challenges in ensuring the right to an effective remedy envisaged both in
international legal instruments114 and in the UNGP (pillar 3).115 The home states of PMSC
involved in migration control contexts have also proven to be reluctant to regulate
transnational business conduct, as they are usually the very states that have a vested
interest in strengthening migration control and in collaborating with other states or private
actors to circumvent state responsibility. A reclassification of migration control activities
outsourced to PMSC as high-risk operations for the application of the UNGP can help
forestall objections to the existence of a home state’s obligation to regulate the
transnational activities of its PMSC. Because transnational migration control operations
entail a high risk of gross human rights abuses, the UNGP clearly direct us to identify the
nature and scope of the heightened obligations vested upon the home states of the PMSC,
and the heightened responsibility pertaining to the PMSC themselves. Through a close
analysis not only of the provisions in UNGP 7, 17(b), 23(c) and 24 discussed in Section B, but
also of recent developments in international law and interpretations provided by the UN
Treaty Bodies, it is apparent that the existence of heightened obligations and responsibility
applicable in high-risk situations is broadly acknowledged. Such heightened obligations and
responsibilities are due to the foreseeability of the harm and ability of the state to prevent
it, as well as to the grossness of the abuses and the likelihood of their occurrence in such
contexts.
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Heightened home states’ obligations to protect entail, at a minimum, a duty to regulate the
transnational activities of PMSC domiciled within a state’s territory, and/or under its
jurisdiction. Such regulation must be aimed at effectively preventing PMSC from causing, or
contributing to, human rights abuses in the course of their transnational operations, as
clarified by UN Treaty Bodies and as suggested by a joint reading of UNGP 7, UNGP 17(b),
UNGP 23(c) and UNGP 24. This would include the introduction, in the relevant domestic legal
framework (pillar one), of mandatory human rights due diligence for PMSC involved in
migration control (pillar two), and the provision of effective remedies for the harm deriving
from the wrongful conduct of the PMSC (pillar three). Effective remedies would include, inter
alia, providing access to the courts of the home state of the PMSC, especially when the
courts of the host states are unable to provide effective remedies or are otherwise
inaccessible to the victims; and imposing civil and criminal liability on PMSC for their
wrongful conduct. Failure to regulate the transnational activities of PMSC would result in a
breach of the home state’s obligation to protect from reasonably foreseeable human rights
abuses by the PMSC, that is to say a breach of a positive obligation to protect.
Meaningful regulation will have to specify the type of mandatory human rights due diligence
required of PMSC and create a system whereby state support to the PMSC—including
continued registration and incorporation in the home state—would be made conditional to
detailed reporting, auditing and corrective action whenever abuses are identified. PMSC
involved in migration control operations also have a heightened responsibility to treat the
risk of gross human rights abuses as a legal compliance issue and thus engage in ongoing
monitoring and assessment of how they adversely impact human rights. Accordingly, they
must also publicly notify harm when encountered and promptly intervene to prevent abuses
or stop them if they are already occurring.
Anything short of this heightened approach would hollow out the significance of the UNGP
in high-risk situations. Most importantly, a heightened approach would also engage the
responsibility of the home state for a failure of its obligation to protect and trigger a
requirement to remedy such breach. Non-compliance by the PMSC, in turn, would lead to
civil and criminal liability in the relevant domestic frameworks. PMSC, therefore, rather than
continuing to actively contribute to border securitization and lobby for increasingly
militarized responses to migration flows,116 will have to legally reconsider whether their
engagement in migration control is indeed possible without incurring civil and criminal
liability. Articulated in this way, heightened obligations and responsibility could start to
obviate jurisdictional issues and complement current approaches to the doctrine of positive
obligations. This could offer a possible solution to ensuring both state and corporate
responsibility.
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D. Conclusion
In this Article, I have argued that the UNGP recognize the existence of heightened state
obligations and business responsibility in contexts characterized by a high risk of gross
human rights abuses. This risk does not only characterize conflict-affected areas, but also
complex situations in which PMSC often find themselves carrying out their activities,
including within the context of migration control.
After clarifying that, for the purposes of the application of the UNGP, migration control
contexts involve a high-risk of business involvement in gross human rights abuses, I have
examined how this reclassification results in heightened obligations of home states and
heightened responsibility of PMSC, as envisaged by the UNGP. I have further argued that
heightened home state obligations mean, at a minimum, an obligation to regulate the
transnational activities of PMSC domiciled within a home state’s territory to prevent them
from causing, or contributing to, transnational human rights harm, and provide redress
when such harm occurs. As also confirmed by recent developments in the work of UN
Human Rights Treaty Bodies, homes states are required to introduce mandatory human
rights due diligence and provide effective remedies for the harm deriving from the wrongful
conduct of the PMSC. Effective remedies would include providing access to the courts of the
home state of the PMSC and imposing civil and criminal liability on PMSC for their wrongful
conduct.
The UNGP also acknowledge that, in situations in which there is a high risk of gross abuses,
home states are under an obligation to meaningfully regulate the transnational activities of
PMSC domiciled in their territory. Failure to regulate would result in a breach of the home
state’s obligation to protect from foreseeable human rights abuses by PMSC, i.e. a breach of
a positive obligation to protect.
A reconceptualization of migration control operations as high-risk contexts may prove useful
to bridge the accountability gap that usually characterizes corporate human rights abuses
resulting from the cooperation between states and private non-state actors such as PMSC,
including in contexts of transnational migration control. As I have argued, when it comes to
high-risk contexts, the UNGP can be an alternative tool to recent calls for a functional
approach to jurisdiction and a complementary instrument when implementing the doctrine
of positive obligations.

